Cellopoint Email UTM

Cellopoint Email UTM (unified threat management) is an integrated security
appliance deployed in front of groupware and mail server. Based on the
pioneering modular design of CelloOS™, all modules, including security
defense mechanisms, content auditing, email archiving, e-discovery, and
email encryption support various deployment scenarios. The appliance
meets organization’s unique situations, and significantly reduces management
complexity and total cost of ownership.
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Features:

Email UTM platform

The UTM platform is based on an optimized
hardware appliance and designed for
high-performance with all modules turned
on. The UTM Platform includes several
models for different organization sizes and
band capacity requirements. Besides, multiple
units can work in a cluster configuration to
provide scalability and high availability.

Overview of CelloOS™

CelloOS™, developed by CelloLabs™, is
explicitly designed for email built-in security
and management tasks. The CelloOS™
includes MTA, and system agent, and is
expandable to include various security and
management modules.

Security Module

Anti-spam - integrates with multi-layered
defense technologies including connection
control, Transaction Check, and content
filtering. The system intercepts undesirable
spam messages through Sender reputation
List (SRL, a globally monitoring network
powered by CelloCloud™) and threat
behavior analysis.

Three-tiered Anti-virus Engines provides
on-demand virus detection mechanism to
maximize protection against viruses, wormes,
spywares, Trojans and malwares as well as
offers customizable scan sequence and
flexible policy enforcement.

Auditing Module

Auditing Module audits sensitive informa-
tion for each department. With
pre-defined auditing policies, the real-time
scan engine perform content classification
and auditing simultaneously. The data loss
prevention features prevent leakage of
sensitive information via employee’s email
whether it is ill-natured or naive.

Legal Compliance Sub-system enforces
protection on intellectual property rights
and enables organizations to comply with
HIPAA, SOX, GLBA, CAN-SPAM Act, and
others.
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Archiving Module

“Email retention and life cycle manage-
ment”, preserves digital assets, provides
quick search, and e-discovery features,
and also used in post-mortem audit.

Automated classification

Emails are archived based on policies,
varied by local, outgoing, and inbound.
It conserves storage space by using
compression and removing of duplicate
email instances. To ensure data integ-
rity and tamper prevention goals are
met, encryption function is designed in.

Access to archived messages
Through indexing, header, body, and
attachment of email messages can be
analyzed textually to ensure quick
search and content retrieval. An intuitive
search engine provides full text and
field search features to locate relevant
messages quickly and accurately. Search
results can be resent or forwarded.

Encryption Module

Policy based encryption, set by Cellopoint
Policy Center,allows administrator to
specify encryption rules over outbound
emails; whether it applies to all of
organization, specific group, or individual.
Administrator has a choice of security
protocols from TLS, HTTPS, and S/MINE.

Specification:

Email UTM Model

UTM - Platform - 1Y
CelloOS - 1Y
AG - 1Y
AUD - 1Y
MA - 1Y
KAV - 1Y
ENC - 1Y

Warranty and Service

Cellopoint Email UTM provides one year warranty supporting /
product’s hardware and software (CelloOS). It also provides an
optional warranty which covers further product upgrades and

Data Loss Prevention (DLP)

Extends digital asset security to emails.

To ensure only designated recipient can
read the email throughout information
life cycle from end to end.

Management console

Single web-based console allows
administrators to run administrative
tasks and set messaging policies with
ease.

User and group administration
The system supports POP3, LDAP,
Active directory, and local authentica-
tion and account management.

B Reduce administrative burdens and
complexity
m Flexible group based policy settings.

Integration ready for single sign on
(SSO)

Groupware and Email System

supports

m Microsoft Exchange Series :
5.5/2000 /2003 /2007 /2010

® |[BM Lotus Domino

m Novell Groupwise

® Sendmail, Qmail, Postfix

Resourceful Management
Report

®m \Web based report for browsing
purpose

m Rich set of report templates

® On-demand report types in
thousands

m Scheduled report generation

m Export to HTML, Microsoft WORD
and EXCEL formats.

2550~ 100 * 250 * 500 * 1000 * 2000 * 5000 * 10000 * 20K * Un ( Email accounts )

UTM Hardware Platform with several models, one year warranty

CelloOS" software license, including system update, one year warranty

Anti-spam Module, one year online protection and database update

Auditing Module, one year support and update

Archiving Module with full text retrieval function, one year update

Anti-Virus Engine, one year support and update

Encryption Module, one year support and update

Distributor/Reseller:

maintenance. It is advisable that users keep up with their product
upgrades to ensure optimal operational performance. In addition,
Cellopoint offers telephone support, an advanced SLA (Service

Level Agreement) service, and educational courses and training. If
you wish further information about Cellopoint’s product updates,

please contact Cellopoint’s distributor or reseller, or send email to :

sales@cellopoint.com.
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